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Disclaimer

1. I'm standing on the shoulders of giants: The 
hard work here has been done by other people.

2. Only use this on a network you are legally 
allowed to attack. This shouldn't cause 
permanent damage, but I'm not bailing you out if 
you get busted.

3. This isn't technical, it's not impressive, at best 
it's a way to see what deauth packets do, at 
worst this is juvenile stupidity. Either way, don't 
take it too seriously and have some fun.



  

Components
Get your shopping list together

Hardware Software

● [$30] Raspberry Pi 2
● [$6] 4GB Micro SD Card
● [$40] Alfa Wireless Card (G/N 2W)
● [$40] Anker 15000mah Battery

● Arch Linux Arm
● Python 2
● Dan McInerney's Wifijammer.py
● Some Libraries and tools:

● Scapy
● Iw
● wireless_tools
● Git



  

Quick How-To

● Install Arch Linux ARM on SD card
● Install required libraries and tools (scapy, iw, wireless_tools, git)
● Checkout Dan Mcinerney's Code from 

https://github.com/DanMcInerney/wifijammer
● Set autologin
● Create a .bashrc (or .zshrc) with the wifijammer command in it.
● On boot, the system will log in and start the jammer, no user input 

required.

● I'll have the full instructions and technical details posted on my site: 
samurailink3.com

https://github.com/DanMcInerney/wifijammer
http://samurailink3.com/


  

The Device Itself
It's still pretty bulky, needs some trimming



  

What it does
Lots of deauth packets

The best, most technical explanation can be found here: How to kick everyone around you off wifi with Python

● The pi boots
● The root user is automatically logged in
● .bashrc or .zshrc will automatically start wifijammer.py
● The script finds the most powerful interface available and turns on 

monitor mode
● Makes a list of all Access points it can find
● Sends deauth packets to everything it can find
● One caveat: The script doesn't work on 5Ghz networks at the moment, the 

project is still active and if you'd like to fix it, get to GitHub

http://danmcinerney.org/how-to-kick-everyone-around-you-off-wifi-with-python/


  

Why does this work?
And how can we stop it?

Why It Works To Stop It:
● Wifi management frames are not 

encrypted, Many of them can't be 
(without significantly changing 
how wifi works)

● “Deauthentication is not a request; 
it is a notification. 
Deauthentication shall not be 
refused by either party.” - 
Devin Akin

● Wireless spoofing is easy and fun!

● 802.11w – Protected Management 
Frames
● Not all management frames are 

protected, only some (deauth is 
protected)

● Some custom drivers will ignore 
deauth packets (And break 802.11 
standards), this isn't a great 
solution (things break)

● Encase your house/Office in a 
faraday cage

http://blogs.aerohive.com/blog/wi-fi-that-wont-die/decoding-deauthentication
http://en.wikipedia.org/wiki/IEEE_802.11w-2009


  

Interesting Finding

Android randomizes the mac address of the soft AP (Wifi Tethering).
Check it out: https://android.googlesource.com/kernel/msm/+/android-5.1.0_r0.7/drivers/net/wireless/bcmdhd/dhd_linux.c#5353

#ifdef SET_RANDOM_MAC_SOFTAP
SRANDOM32((uint)jiffies);
rand_mac = RANDOM32();
iovbuf[0] = (unsigned char)(vendor_oui >> 16) | 0x02; /* locally administered bit 

*/
iovbuf[1] = (unsigned char)(vendor_oui >> 8);
iovbuf[2] = (unsigned char)vendor_oui;
iovbuf[3] = (unsigned char)(rand_mac & 0x0F) | 0xF0;
iovbuf[4] = (unsigned char)(rand_mac >> 8);
iovbuf[5] = (unsigned char)(rand_mac >> 16);
bcm_mkiovar("cur_etheraddr", (void *)iovbuf, ETHER_ADDR_LEN, buf, sizeof(buf));
ret = dhd_wl_ioctl_cmd(dhd, WLC_SET_VAR, buf, sizeof(buf), TRUE, 0);
if (ret < 0) {

DHD_ERROR(("%s: can't set MAC address , error=%d\n", __FUNCTION__, ret));
} else

memcpy(dhd->mac.octet, iovbuf, ETHER_ADDR_LEN);
#endif /* SET_RANDOM_MAC_SOFTAP */

This has been mistaken as a bug several times by end users

https://android.googlesource.com/kernel/msm/+/android-5.1.0_r0.7/drivers/net/wireless/bcmdhd/dhd_linux.c#5353
https://code.google.com/p/android-wifi-tether/issues/detail?id=1104


  

Credit
Where It's due

Dan McInerney did the hard work of making the wifijammer script. He does 
some pretty fantastic work, go check out his stuff.

Alfa Networks for an awesome wireless card. Even without the infosec 
testing benefits, they make a great general use case wifi card.

Anker for a nicely built phone charger. I use this thing to death.

The Raspberry Pi Foundation for making the Pi 2. This is a huge improvement 
over the original, and at the same price as the original.

http://danmcinerney.org/
https://github.com/DanMcInerney/wifijammer
http://www.alfa.com.tw/
http://www.ianker.com/
http://www.raspberrypi.org/


  

Thanks!
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